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.4 MJ TEHE"Q

2.0

2-1. ZHPHR

@ 2 XHZ2 10/100/1000Mbps PoE 8Port + 1G 2Port 2! Giga SFP 2PortZ 0|23t04
20|22 M&Th= L2 Switch O|Ct,

@ Features
- 8Port PoE 10/100/1000Base-T + 2Port Uplink + 2Port(1G, 2.5G) SFP
- Manageability, Security, QoS &l 452 X|€
- 30G backplane bandwidth
- SNMP v1/v2/v3, RMON(groups1, 2, 3, 9), Telnet, CLI, WEB Management
- Switching features including 802.1Q VLAN, Mirroring, Port isolation, IGMP Snooping
- DHCP Snooping, LLDP, POE+ management, IP Source Guard, ARP inspection, ACLs

F
2
3

- ZEQ| 2Mof| tj2t IEEE 802.3af & 802.3at XY [ .
- G8032 ERPS, Z0f=27 < 50ms O|LH -
-DC 48~52V, 24 E33|2 XM =
- Din Rail ﬁ]_[ﬁ
® Application g%
- CCTV, ITV and Traffic Control System Y )
- Campus Network I' E E @
- Community Network o]
- Security System \%&
- Process Control and Monitoring System
® Option(SFP BI-DI Transceiver) I

Model i ¢34 HO|E&E HE72 Source Optic Power =4I ZE(dBm)  Connector Type . .
<Dimensions>

AMI-LXWA 1310/1550nm 1.25G 20Km FP -10~-3 PIN <-22 LC/PC W1 65 X D1 47 X H52 5

AMI-LXWB 1550/1310nm 1.25G 20Km DFP -10~-3 PIN <-22 LC/PC

4MI-LX20 1310nm 1.25G 20Km FP -10~-7 PIN <-22 LC/PC

4MI-LR10G 1310nm 10G 10Km DFP 3~ 42 PIN <-22 LC/PC

FAZIAL ZHOtOIE, 6 / 29 www.4mitech.co.kr



2.1
2-2. Specification

Standard configuration

Flash
DDM2
Forwarding
Backplane
Switching
MAC table
Size
Weight

Power Source

Power consumption

Indicator

Environment

STP

VLAN

Flow control

Storm control

8Port PoE 10/100/1000M , 2Port 10/100/1000M UPlink

2Port 1G/2.5G SFP, 1 Console port

128MB

1G

22.3Mpps

30Gbps

Store forwarding

8K

165%147*%52.5mm

1.2Kg

Input 90~240VAC,50-60Hz Output DC 48V

PoE/PoE+

Up to 130W (including POE power supply) and supporting the 802.3af
(15.4W) full load or 802.3at (30W) full load on 8 ports.

Power indicator, system indicator, connection/data forwarding
indicator, 10/100M indicator.

Working temperature : -40 ~ 80C

Storage temperature : -45 ~ 85C

Humidity: 0-90% no condensation

|IEEE 802.1D STP

IEEE 802.1w RSTP

|IEEE 802.1S MSTP

Port-based VLAN

802.1Q VLAN

QinQ, flexible QinQ

Private Vlan

GVRP

Backpressure is adopted for half-duplex, while IEEE802.3x is adopted
for full-duplex. CAR, a 64K step limitation is conducted to the 100M
port, and a 8M step limitation is conducted to the gigabit port.
The broadcast storm is constrained. When the threshold value for
controlling the broadcast storm is reached, the broadcast packets

are stopped from being forwarded.

FA3|A ZOLO|E

Multicast
Aggregation

Mirroring

Stacking

Security features

QoS

Management

Protection

Package Contents

pr—C)
.4 MJ TEHE"Q

IGMP Snooping v1/v2/v3

Each port binding group contains up to 8 ports, and 6 port binding
groups are supported meanwhile.

Dynamic LACP or static aggregation is supported.
Flow-based or port-based mirroring

Adopting the cluster technology; managing uniquely through
a unique IP address; saving address resources.
|IEEE 802.1x port authentication

Port security

IP ACL, MAC ACL and VLAN ACL

DHCP snooping

DAl and static/dynamic ARP prevention
RADIUS

Hierarchical user management and password
Head Of Line (HOL)

4 queues and 8 priority values of 802.1p.
WRED, WFQ, SP and FIFO

Best-effort service

Differentiated service

Strict priority

Weighted round robin

First come first served

TOS re-labeling

RTS

SNMP v1/v2, RMON (groups 1, 2, 3, 9)

Telnet, CLI page, WEB page

SNTP,SSH, LLDP

TSS(Thyristor Surge Suppressor)

Switch Unit * 1

Power Cable * 1

Power Adapter * 1

Power Terminal Block Connector * 1

www.4mitech.co.kr
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@ Web Browser ZAXt0]| AtH|o| |P Q124
(X2]1P:192.168.0.1/24)
@ ArEXt 0|8 Sl H|YHS 2=

(AF2X} 0|2 : admin / H|Z®# S : admin)

rt

& H&0 B2 ol HE
- Speed : 115200

- Data : 8 bit

- Parity : none

- Stop bits : 1 bit

- Flow control : none

19216811

« > c

® 192.168.1.1

pr—C)
.4 MJ TEHEWQ

port coms Now sattng
Speed 115200
Data 8bit v Cancel
parity none
Stop bits: 1bit v Help
Flow control none

Transmit delay

msec/char [0 | msec/line

Device Friendly Name: Prolific PL2303GT USE Serial COM Porti

Device Instance ID: USB#VID_0678&PID_23C3WCHDGB11231¢

Device Manufacturer: Prolific
Provider Name: Prolific
Driver Date: 4-13-2023
Driver Version: 5.1.6.0

< >

9/29
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Link Up(1000M)

Link Up(100M)

Link Down
SFP ZLE Link Up
SFP X E Link Down

2 : POE not used link
4 : POE used link
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pr—C)
4M T%:EPE
(]

AM|Tech == Seve v m

bInformation & Status
pNetwork Admin

:;::Conﬁgum 4MI-G804| FPM SWitCh

pAdvanced Configure

} Security Configure
#QoS Configure
pDiagnostics
pMaintenance

10/ 29
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4. 4%
4-1. Network Admin

4-1-1. IP Address

@ Network Admin > IP configZ 0|
@ HASH P =A 9! Subnet Mask ¢/

® 'Save' HES Z X%

ZA|3|AL EOLOE

pr—C)
4M|Tech

Hegoropey

PInformation & Status
wNetwork Admin

= [P Config

=P Status

PDHCPServer

=NTP

= Timezone

»SNMP

PRMON

= SyslLog
pPort Configure
»PoE
pAdvanced Configure
}p Security Configure
pQoS Configure
pDiagnostics
pMaintenance

IP Configuration

Mode [Host ~]|

DNS Server 0 | | No DNS server ~|

DNS Server 1 | | No DNS server v|

DNS Server 2 | | No DNS server M

DNS Server 3 | | No DNS server M

DNS Proxy O
IP Interfaces

\ DHCPv4 IPv4 IPv6
PRI || WAL [Enable [ Fallback [ Current Lease | Address [ Mask Length | Address [ Mask Length
O 10 o [192.168.1.1 EEE | ‘

IP Routes

[ Delete | Network | Mask Length | Gateway | Next Hop VLAN |

12 /29
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4. 4%
4-1. Network Admin

4-1-2. Default Gateway(IP Routing)

@ Network Admin > IP ConfigZ 0| &
®@ 'Add Route' HE MeEH

® Network 4, Subnet Mask 8! Gateway

=
EZNIE

® 'Save' HEO 2 X%t

X A AH HE Al ‘Delete’ HABEA M3

ELIEN
‘Save'tHE MEH

-
o
e

Hegoropey

pr—C)
4M|Tech

G S3333s

FInformation & Status
wNetwork Admin
= |P Config
= |P Status
»DHCPServer
=NTP
= Timezone
»SNIMP
PRMON
= Syslog
pPort Configure
»PoE
pAdvanced Configure
» Security Configure
QoS Configure
pDiagnostics
pMaintenance

IP Configuration

Mode [Host ~]

DNS Server 0 | | No DNS server v|
DNS Server 1 | | No DNS server v
DNS Server 2 | [ No DNS server v|
DNS Server 3 | | No DNS server v
DNS Proxy 0

IP Interfaces

ez | | DHCPv4 [ 1Pv4 IPv6
| Enable [ Fallback | Current Lease | Address | Mask Length | Address [ Mask Length
O 10 o0 [192.168.1.1 | f2a |
s |
IP Routes
Delete | Network [ Mask Length | Gateway [ Next Hop VLAN
| Delete | | | | | | Io |
[Raz o]
EQii
IP Routes
Delete | Network | Mask Length | Gateway | Next Hop VLAN
I 0.0.0.0 0 192 168.1.254 0

13/29
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b e

4. 4%

4-1. Network Admin YR ST
AMjTech ¢ CSISSS S

4-1-3. System Log .1 TR R R

binformation & Status
wNetwork Admin

@ Network Admin > SysLogZ O|& System Log Configuration

«IP Confi Server Mode hd
@ Server Mode ‘Enable’ AEH g Enabled |
= MIPEiETE Server Address | 192 168 1254
PDHCPServer
bl =N" |. o | 24 Syslog Level Informational hd
® LogHEE P = = SNTP °g |
= Timezone
® Syslog Level MEH »SNMP
PRMON
1 ’ =
® 'Save H'l:QE X ’8 »SysLog
. »Pert Cenfigure
o T . r " W
® Log =0l »PoE . 2l
pAdvanced Confgre ch Seev v mm
2 2 ST -
» Security Configure _
QoS Configure S i )
- ystem Log Information Auto-refresh [ | Refresh || Clear | |<< || << | >> || >3]
=1 o . N »System Information
% Log 2212 information & Status pDiagnostics e =
=SysLog
PMaintenance »Detailed SysLog .
[
yS O |A’I 3|'O| ? I' :mg:am The total number of entries is 13 for the given level
’:W‘s Start from 1D [1 with [20 entries per page
= O PPons I e
% '@'gtut 20| Server Addressof| IPE @13 e o = S
«Thermal Protection 1 Informational 1970-01-01700.00.01+00.00 SYS-BOOTING. Switch just made a cold boot
o4 EI‘ po «Green Ethernet 2 Notice 1970-01-01T00:00:01+00,00 ~ LINK-UPDOWN; Interface Vian 1, changed state to down
«PoE Status 3 Notice 1970-01-01T00:00:40+00:00 LINK-UPDOWN: Intarface Vian 1, changed state 1o up.
|'|_ H o —l SVSIOg Serve rO‘”A‘lE I—Og MLLDP 4 Notice 1970-01-01T00:00:41+00:00  LINK-UPDOWN: Interface GigabitEthernet 1/1, changed state to up.
aLoop Protection 5 Notice 1970-01-01700:01:43+00.00  LINK-UPDOWN: Interface Vian 1, changed state to up.
. »Spaning Tree & Notice 1970-01-01721:36:3040000  LINK-UPDOWN. Interface GigebitEthemnet 1/4, changed state 10 up
30| 2 I-h MOMP Snoopig 7 Notice 1970-01-01721:36:47+0000 LINK-UPDOWN: Interface GigabitEthernet 1/4, changed state to down
= o i 8 Notice 1970-01-01721:36:50+00:00  LINK-UPDOWN: Interface GigabitEthernet 1/4, changed state to up.
LD Stoophy 9 Notice 1970-01-01721:38:19+00:00 LINK-UPDOWN: Interface GigabitEthernet 1/1, changed state to down.
pDHCE 10 Notice 1970-01-01721:38:20400.00 - LINK-UPDOWN: Interface GigabitEthernet 1/1, changed state to up.
»Securty 11 Notice 1970-01-01T21:43:35+00.00  LINK-UPDOWN: Interface GigabitEthernet 1/1, changed state to down
»Qos 12 Notice 1970-01-01721:43:38+00:00  LINK-UPDOWN: Interface GigabitEtheret 1/1, changed state to up.
SNStok A 13 Notice 1970-01-01721:49:13+00.00  LINK-UPDOWN. Interface GigabitEthenet 1/4, changed state to down
B Visual Syslog Server 1.6.4 - o x|
g A .| =% » @
v Ve S
Setvp Font Processing  Highighting Goto new View fie Clear About Termnate
Drsplay
Vew fie | sysog v

Sep 06 16:46:01  192.168.1.1 |1 local? notice 1970-01-02T08:03:04-408:00 192. 168. 1.1 syslog - ID13 [SWPSE 10C2F] LINK-CHANGED: Inter

UDP 192.168.1.253:514 TCP 192.168.1.253:514 [0] Error tep: Ermor code: 10049 [tcp port 514]

FHzIAL ZAOLOIY 14 / 29 www.4mitech.co.kr
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pr—C)
4M|Tech

4. 4%

4-2, Port Configure AMQT?EMQ :' ==== = =

4-2-1.2E ¥H

bInformation & Status

. ’ Port Configuration Refresh
@ Port Conifgure > Ports {1&4 Network Admin
wPort Configure Adv . .
o oLl X . Speed Duplex Adv speed Flow Control Maximum | Excessive
@) ||=|_=|;g§ -L.Iol': IE 9] Speed COI’]fIgUFEd s Port Description Link Curr Tcurr| Frame Collision
e Current Configured Fdx | Hdx | 10M | 100M | 1G | Enable Rx Tx Size Mode
0‘"*" EE lf'_:ijc:)‘ = Thermal Protection ® <> " @] 9600 <> v
= Green Ethernet
® 'Save' HEO 2 XAt »DOM 1 @ 1Cfdx (Ao v] 0 X X 9600| [Discard v
=— o »POE 2 . Down Disabled O X X 9600
»Advanced Configure 3 ® Down bps HDX O X X 9600| | Discard v
} Security Configure 4 . Down 10Mbps FDX O X X 9600 Discard v
. _ »QoS Configure \:I 9600
X 10G X1 EE = 41, 42, 43, 44HH )08 Cor 5 @ Down |100Mops HDX O x x| 00
iagnostics 6 ® Down 100Mbps F 0O x x 9600
. pMaintenance ps
% HDX = Half Duflex / FDX = Full Duflex 3 @ oown 0 x X 900) [Discerd v
9 ® oown 0 X X 9600| [Discard v |
9 ® Down 0 X X 9600 [Discard v
1 ® Down 0O x X 9600 [Discard v|
I — 0 x x
12 ® Down 0 X X 9600
13 ® oDown O X X 9600
14 ® Dbown 0 X X 9600

FHzIAL ZAOLOIY 15 / 29 www.4mitech.co.kr
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Hegoropey

4. 4%

4-2, Port Configure

@NjTech . QeSS S E

4-2-2. Aggregation_Static

Pinformation & Status

@ Port Conifgure > Aggregation > Static Aggregation Mode Configuration

pNetwork Admin
H{242 Q|3 TEZ2 - & vPortConfigure Hash Code Contributors
@ ‘j o= JOI-L E_E Group lD H'_-lgi Olo =Ports Source MAC Address
‘ ' Aggregation Destination MAC Address
EoO Xt :
© ‘Save' HHESE MF » Static IP Address
el TCP/UDP Port Number
= Mirroring
s A ti G o2 oiZyBt XH|0| = = Thermal Protection Aggregation Group Configuration
regation Group =2 © » Green Ethernet
99reg P == »DDM Port Members
SEolst MX Tl Q }PoE GroupID [1[2[3]4]s[e[7][a]a[10[1]12]13]14
°cE==Ce = pAdvanced Configure Nomal @ @ @ @©® ©® @ @ ®@®® ®@©® ®
} Security Configure 1 [oloNoNoNoRoNoNoRoNoNoNONeN e
$QoS Configure 2 O0O000O0O00O0O0O0O0O0OO
»Diagnostics 3 O000O00O0O0O0OO0O0OO0OO0
pMaintenance 4 O0OO0O0O00O00OOOOO0OO
5 (o eoNoNoNoNoNoNONoNoNoNONONO)
6 0000000000000O0
7 0000000000000
Aggregation Group Configuration
Port Members
GroupID [1]2[3]a[5]6[7]8]9[10]11]12][13]14
Nomal OO OO0 @@ @@®@@©® @@ @®
1 CHONCHNCHONCGNONONONONONONONG!
2 OO0O0OO0O0O00D00O0ODO00O0
3 oNoNONONONONONONONONONONONG!
4 O ONONONONCNONONONONONONONG.
3 oNONONONONONONONONONONONONG!
6 OQ0O0O000O0OD0OO0O0OD0O0O0OO0O
7 OO0 Q000000000000
FAS|AL Z OO 16/ 29
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4. 4%

4-2, Port Configure

4-2-3. Aggregation_LACP

@ Port Conifgure > Aggregation > LACP :::::::i:::i:tatus LACP Port Configuration

@ HAHS Ast= T EQ| LACP Enabled X2 wPort Configure Port | LACP Enabled | Key | Role [ Timeout[ Prio

-ions : O gl [ v [= ]  32m8
i
HEA X3 b gf’;i:;m 1 0 Active v| |[Fast v ‘ 32768‘
; . . 2 Aut Acti Fast 32768
@ 'Save' HEC = N o LACE ] T | |
=Mirering 3 0 Active v| [Fastv| | 32768
: Tnermal Proection 4 0 Acive v| [Fastv| 32768,
% Key value(1-65535)2 Specificoz set ™™ 0 [Rotwe_v] [Pt v] | 32768
PPOE 6 0 Active v| [Fastv| | 32768
SLI A T AP AT AH|O| Key value | YAdvmced Cortaure A (v v| Festv] | wies
} Security Configure

© oIx|sfor 3t B o 8 0 Active v| [Fastv| | 32768
2 S- yDiagnostics 9 O Active v| [Fastv] | 32768
% Role Active - Active = 0 PMaintenance 10 0 Acive v| [Fastv| | 32768
. . 11 O Acive v| ([Fastv] | 32768
Active - Passive = O 12 0 Acive v| [Fastv| | 32768
Passive - Active = O 13 0 Acive v| ([Fastv] | 32768
14 0 Acive v| |[Fastv| | 32768

Passive - Passive = X

FHzIAL ZAOLOIY 17 / 29 www.4mitech.co.kr



4. 4%
4-3. Advanced Configure

4-3-1. Port Isolation

@ Advanced Configure > Port Isolation
> Port Isolation 22 0|5
@ #ZPS ot TEQ HS M3

® 'Save' HEO 2 X%t

% Port Isolation 7|52 Ar35tH VLANS

TSR UNE M2 CHE ZEO| Q=

—
o > o
THE 2rel SIS EXIE £ US.

ZA|3|AL EOLOE

Hegoropey

pr—C)
4AMTéch

fseecE

Minformation & Status
pNetwork Admin
pPort Configure
PPoE
wAdvanced Configure
=« MAC Table
«VLANs
»Voice VLAN
»GVRP
~wPort Isolation
= Port Group
= Port Isolation
= Loop Protection
»Spanning Tree
pIPMC Profile
= MEP
=ERPS
HIGMP Snooping
»IPVE MLD Snooping
=LLDP
} Security Configure
#QoS Configure
pDiagnostics
pMaintenance

Port Isolation Configuration

Port Number

1]2Jafa[s]6[7]8]9810[11]12][13]14

mmEEEEGEEEEdoOoD0

18 /29
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4. 4%
4-3. Advanced Configure

4-3-2, Loop Protection

@ Advanced Configure > Loop Protection

@ Global Configuration®|A Enable Loop
Protection2 EnableZ 814

® S| Action MEH

® 'Save' HEO 2 X%t

X% <Shutdown Port>

Loop ZX|El XE Shutdown

<Shutdown Port and Log>

Loop ZX|El XE Shutdown, 2 12

<Log Only>

Rl

ZA|3|AL EOLOE

Hegoropey

pr—C)
4M|Tech

*eescE

FInformation & Status
»Network Admin
pPort Configure
PPoE
wAdvanced Configure
= MAC Table
=VLANs
PVoice VLAN
PGVRP
pPort Isolation
= Loop Protection
pSpanning Tree
»IPMC Profile
=MEP
=ERPS
»IGMP Snooping
»IPVE MLD Snooping
=LLDP
» Security Configure
pQoS Configure
pDiagnostics
pMaintenance

Loop Protection Configuration

Global Configuration
Enable Loop Protection | [Enable |
Transmission Time 5 |Second5
Shutdown Time 180 |Second5
Port | Enable | Action [ Tx Mode
= [=> M ~]
1 Shutdown Port v |[Enable v
2 Shutdown Port
3 Shutdown Port and Log ‘
Log Only
4 UTOOWT PO 7 /m‘
5 [ Shutdown Part ~|[Enable |
6 [ Shutdown Port ~||Enable +|
7 | Shutdown Port ~|[Enable |
8 [ Shutdown Port ~|[Enable v
9 [ Shutdown Port ~|[Enable |
10 [ Shutdown Part v |[Enable v |
1 [ Shutdown Port ~|[Enable +~|
12 [ Shutdown Part ~|[Enable v
13 | Shutdown Port ~|[Enable v
14 [ Shutdown Part ~|[Enable v
19/29
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4. 4%
4-3. Advanced Configure

4-3-3. Spanning Tree Protocol

@ Advanced Configure > Spanning Tree
> Bridge Settingsz 0|&

@ Protocol Version AEH

® 'Save' HEO 2 X%t

@ Advanced Configure > Spanning Tree
> CIST PortsZ 0|&

® STP Enabled H|3&tA X3

® 'Save' HES 2 X%

% <RSTP>
Rapid Spanning Tree Protocol
<MSTP>

Multiple Spanning Tree Protocol

% Information & Status > Spanning Tree
Ol M STP &l 2l ot

ZA|3|AL EOLOE

pr—C)
4AMTéch

Hegoropey

MInformation & Status
pNetwork Admin
pPort Configure
FPoE
wAdvanced Configure
= MAC Table
= VLANs
»Voice VLAN
»GVRP
pPort Isolation
= Loop Protection
wSpanning Tree
= Bridge Settings
= MSTI Mapping
= MSTI Priorities
» CIST Ports
= MSTI Ports
pIPMC Profile
=MEP
=ERPS
pIGMP Snooping
pIPVE MLD Snooping
«LLDP
» Security Configure
»QoS Configure
pDiagnostics
pMaintenance

STP Bridge Configuration

Protocol Version RSTP v|
Bridge Priority 32768 v|
Hello Time 2

Forward Delay 15

Max Age 20

Maximum Hop Count | |20

Transmit Hold Count | |6

Advanced Settings

Edge Port BPDU Filtering

Edge Port BPDU Guard

Port Error Recovery

00D

Port Error Recovery Timeout

AN Tech

6000

ssssss

Hinformation & Status
¥Network Admin
»Port Configure
PPoE
~Advanced Configure
= MAC Table
=VLANs
PVaoice VLAN
POVRP
»Part Isolation
= Loop Protection
wSpanning Tree
 Bridge Settings.
«MSTI Mapping
«MSTI Priorities
«CIST Ports
= MSTI Ports
MPMC Profile
«MEP
=ERFS
BIGMF Snooping
MPVE MLD Snaoping
«LLDP
» Security Configure
»QoS Configure
»Diagnostics
rMaintenance

STP CIST Port Configuration

CIST Aggregaled Port Configuration

Port E"";"M Path Gost ‘ Priority | Admin Edge |Am!dgn }ﬁ' BPDU Guard ‘ "I’,'o"l',’“""
- Auto v [128~| |Non-Edge v [ ] ) [Forced True v |
Port | STF Path Cost { Priority | Admin Edge | Auto Edge %' BPDU Guard ‘ T
g > | S [ - 0 O o (e vl
1 Auto v [128v] [Mon-Edge v D ) O [Auto v|
2 Ao v [128v] [Non-Edge v D m] 0 [Auto v
3 Auto v [126~] [Non-Edge v 0o o O Auto v
4 Aute v [128~| [Non-Edge v 0O O 0 [Aute v/
5 Auto v [128~| [Non-Edge v 0o o O Auto v
6 Aute v [128v] [Non-Edge v i ) [Aute v
7 Auto v [128%] [Non-Edge v C (m] [Auto ]
8 Aule v [128v] [Non-Edge v [ ) [Auto v
a Auto v [128v] [Non-Edge v ( O [Auto v]
10 Aule v [128v] [Non-Edge ~ [ ) [Auto v
Hn m Auto v [128~] [Non-Edge v i O [Auto v]
12 Aula v [128~] [Non-Edge v s ) [Auto ~]|
i Ao~ (28~ [NonEdge v O 0 O A v
14 Aula v [128~] [Non-Edge v O O u [Auto ~]|

| save | Reset |

20/ 29

www.4mitech.co.kr



4. 4%
4-3. Advanced Configure

4-3-4. ERPS

@ Advanced Configure > Spanning Tree
> CIST PortsZ 0|5

@ STP Enabled0l|M ®X| M3 S|

® 'Save' HEO 2 X%t

® Advanced Configure > ERPSZ 0|=

® 'Add New Ring Group' AMEH

® Ring ID(1) / East Port(11) /
West Port(12) ¢/

@ 'Save' HEO 2 X%t

® Ring ID HE MEHSIO] M2 YO 2 0|5

® RPL Role / RPL Port A&l

Advanced Configure > MEPZ 0O|&

@ Add New MEP AMEH

@ Instance(11) / Residence Port(11) /
Tagged VID(3001) /& > X%t

® Add New MEP AME&H

@ Instance(12) / Residence Port(12) /
Tagged VID(3001) 9/ > X%t

F 5y

X% <Protection State>
Idle =

pr—C)
4M|Tech

Hegoropey

@i . sassad

Hinformation & Status
pNetwork Admin
pPort Configure
PPoE
wAdvanced Configure
= MAC Table
= VLANs
»Voice VLAN
»GVRP
pPort Isolation
= Loop Protection
»Spanning Tree

Ethernet Rapid Ring Protection Switching

Delete | Ring ID | East Port [ West Port [ Ring Type | Interconnected Node | Major RRing ID | Alarm

Delete |1 | 13 | [14 | [Majorv 0 0

‘ Add New Ring Group ‘ | Save H Reset |

H¢ / Protected = 235 / pending = 27(&Ql) &

pIPMC Profile W]
= MEP - - ‘-
«ERPS AM|Tech
»IGMP Snooping REem )
»IPV6 MLD Snooping
PInformation & Status . N 4
«LLDP iy - Maintenance Entity Point
} Security Configure »Port Configure [ Delete | i Port | TaggedVID | ThisMAC [ Alarm |
»QoS Configure ERE | peete | [13 | 3001
) i ~Advanced Configure
g
pMaintenance =VLANs
Poice VLAN
PGVRP
pPort Isolation
= Loop Protection
»Spanning Tree
MIPMC Profile
=MEP
=ERPS
»IGMP Snooping
MIPVE MLD Snooping
=LLDP
» Security Configure
»QoS Configure
Instance State
Protection | East | West | Transmit | CostPort | WestPort WTR RPLUN- | Noaps | EastPort | WestPort| pqp
State Port | Port | APS Recelve | Receive | poraining | blocked | Received | ClocK Block | jarm
APS APS 9 Status Status
SF DNF
Pending SF SF BPRO 55560 Unblocked Blocked
21/29
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4. 4%

4-4, Security Configure

4-4-1. User(AI’Y 44/ /AHA)

pInformation & Status
»Network Admin
pPort Configure
pAdvanced C

i i Users Configurati
@ Security Configure > Users2 0|& sers wontiguration

® Add New User XEH

[ User Name [ Privilege Level |
| admin 15 |

~ Security Configure

® User Name 2! Password @121 / ZsH Mel :;’:jirlzgmvels
. = S5H
® HE S A= AY ME +HTTPS
= Port Security Limit
@ I|:|_=|;g*|-%|' (‘3:,%4‘ C;LI AI_'IE_|H = I<|%I- :Q;;SXS Management
o PACL
® MM E St A" HE pDHCP
. MPEMAC S
@ ‘Delete User' MEH > =to| Cuand [T
FARF Inspection
PAAA
p Q0S5 Configure
X ‘]57'- jl-%l‘ %8 i;l'ﬂ' » Diagnostics
»Maintenance
% admin H|H 0|28 B1QstAHLL Add User
AR Sl User Settings
User Name |

Password [again)

Privilege Level

|

Password | |
|
|

0 w |

| Save || Reset || Cancel |

ZA|51At Zoto|

22 /29

Edit User
User Settings
User Name |admin |
Password | ----- |

Password (again)

Privilege Level

sanas

| Save || Reset || Cancel |

Disable User
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4. 4%

4-4, Security Configure

4-4-2. ACL

@ Security Configure
> ACL > Access Control ListZ2 0| %

@ 2= '+ B{E MENsIO] List 20}

@AY et o iy
® 'Save' HEO 2 X%t

= Host 192.168.1.28F Telnet

X 2% OAl=
S EE=2

5125H= ACL M 0| A|

pr——C) . :
ey o S33S

.g_l

pInformation & Status
rNetwork Admin

ACE Configuration

pr—C)
4M|Tech

Hegoropey

X Listo M 2| '+ HE = oY 2| AEQ| LtZ0|

MZIAE MY
% ListOllA] Of2H '+ HHE = 2| AE OfX|etoy|
M 2|AE MY
X 2t HE oS 2| AE Up / Down
X X HEQZ i 2| AE AlK|
% UC = Unicast
MC = Multicast
BC = Broadcast

EEUIRE T All Action Permit v
pAdvanced Configure Port 1 Rate Limiter | | Disabled v
~ Security Configure Ingress Port | |Fort 2 Mirror Disabled v
= Users Port 3 Logging Disabled v
= Privilege Levels Port 4 i RGOS Dicabled v
=SSH Policy Filter | | Any d
«HTTP3 Frame Type | |IPv4 - Eounter 8
= Port Security Limit
= Access Management
= 802.1X
~ACL MAC Parameters VLAN Parameters
g 802.10 Tegged | [Any _ ~
= Access Control VLAN ID Filter | | Any >
List Tag Priority Any hd
»DHCP
MIPEMAC Source
Guard
+ARP Inspaction IP Parameters TCP Parameters
FAAA IP Protocol Filter | TCP ~ Source Port Filter | | Any -
» QoS Configure IPTTL Any ~ Dest. Port Filter Specific ~
» Diagnostics IP Fragment Any ~ Dest. Port No. 23
rMaintenance IP Option Any = TCP FIN Any ~
SIP Filter Host - TCP SYN Any w
SIP Address 192.168.1.2 TCP RST Any ~
DIP Filter Any ~ TCP PSH Any hd
TCP ACK Any -
TCP URG Any -
[Save | [Foset | [Gancer|

Access Control List Configuration

Auto-refresh [J | Refresh || Clear || Remaove All

[(ACE [ Ingress Port | Policy / Bi

k | Frame Type [ Action | Rate Limiter | Port Redirect | Mirror | Counter [ |
[S)

Access Control List Configuration

Auto-refresh [ | Refresh || Clear || Remaove All |

ACE | Ingress Port [ Policy / Bitmask |

Frame Type

[ Action | Rate Limiter [ Port Redirect [ Mirror [ Counter |

1 All Any

IPv4/TCP 23 Telnet SIP:192.168.1.2/32  Permit

Disabled Disabled Disabled 0 g'l': ®
@
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4. 4%
4-4, Security Configure

4-4-3. Access Management

@ Security Configure
> Access Management2 O|Z
il
© W& I8 IP £ Wl U
@sg% ZRER Hey

® 'Save'HEOS = X%

% Start IP Address2t End IP Addresso|

SLeIP Y= Al ST 191 IPRF H& S E

ZA|3|AL EOLOE

pr—C)
4M|Tech

Hegoropey

pInformation & Status
»Network Admin
»Port Configure
pAdvanced Configure
 Security Configure

ulJsers

= Privilege Levels

1 35H

«HTTPS

« Port Security Limit

s Access Management

#802.1X

PACL

»DHCP

HPEMAC Source
Guard

»ARF Inspection
PAAA
»QoS Configure
p Diagnostics
»Maintenance

Access Management Configuration

[Wiode] [Dsabid v |
Delete | VLANID | Start IP Address \ End IP Address [ HTTPHTTPS | SNMP | TELNET | SSH
[ Delete | | 1] | 0.0.00] | 0.0.0.0] O O O O

24 /29
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4. 4%
4-5, Diagnostics
4-5-1. Ping

@ Diagnostics > Ping@ 2 0| =
@ Ping2 Y IP =4 U

® 21 2ol

ZA|3|AL EOLOE

pr—C)
4AM|Tech

b e

3 . . ' 3 <
] ' : . '

Rustem
pInformation & Status -
»Network Admin ICMP Ping
»Port Configure IP Address
pAdvanced Configure Ping Length
» Security Configure Ping Count
ol Ping Interval
w Diagnostics

= Ping
= Cable Diagnostics
= CPU Load

»Maintenance

25/29

ICMP Ping Qutput

PING server 192.168.1.253, 56 bytes of data.

64 bytes from 192.168.1.253: icmp_seq=0, time=70ms
64 bytes from 192.168.1.253 icmp_seq=1, time=0ms
64 bytes from 192.168.1.253: icmp_seq=2, time=0ms
64 bytes from 192.168.1.253: icmp_seq=3, time=0ms
64 bytes from 192.168.1.253: icmp_seq=4, time=0ms
Sent 5 packets, received 5 OK, 0 bad
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4. 4%
4-5, Diagnostics

4-5-2. Cable Diagnostics

@ Diagnostics > Cable Diagnostics
@30l22 HUE ZEHS HHY

® 21 2ol

X PairA=1,2
PairB=3,6
PairC=4,5
PairD=7,8

ZA|3|AL EOLOE

pr—C)
4AMTéch

Hegoropey

pInformation & Status
»Network Admin
»Port Configure
pAdvanced Configure
» Security Configure
»QoS Configure
wDiagnostics

= Fing

= Cable Diagnostics

= CPU Load

»Maintenance

Cable Status

Port |

Pair A [ Length A | Pair B | Length B [ Pair
QK 0 Ok 0

C [ Length C [ PairD [ Length D
0 oK 0

OK

26/ 29
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4. 4%
4-6. Maintenance

4-6-1. Restart Device
@ Maintenance > Restart DeviceZ 0|&

@ 'Yes' B E &4

* MR oS BE HYS WY

faetE

ZA|3|AL EOLOE

Rkl

pr—C)
4M T%:EPE
¥

pInformation & Status
pNetwork Admin
»Port Configure
pAdvanced Configure
» Security Configure
pQoS Configure
p Diagnostics
»Maintenance

= Restart Device

» Factory Defaults

» Firmware Upgrade

« Firmware Select

»Configuration

Restart Device

Yes

Are you sure you want to perform a Restart?

27 /29
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4. 4%

4-6. Maintenance

4-6-2. Factory Defaults

@ Maintenance > Factory DefaultsZ 0|&

@ 'Yes' B E &4

X
o

M rn
%

ox

rlo

Pt

2|2} £| 11 startup-config2

ZA|3|AL EOLOE

pr—C)
4AM|Tech

b e

'
4M|Tech =
Ruem 37

SSsssE

kInformation & Status
»Network Admin
pPort Configure
» Advanced Configure
» Security Configure
p Q0S8 Configure
pDiagnostics
~Maintenance
= Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
»Configuration

Factory Defaults

Yes

Are you sure you want to reset the configuration to

28/29

Factory Defaults?
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Thank you
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